Red Drones Over Disputed Seas

A Field Guide to Chinese UAVs/UCAVs Operating in the Disputed East and South China Seas

BY IAN BURNS MCCASLIN
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(Cover Image: Flight Radii of S-100 If Deployed from Physical Features China Controls in the Spratlys, Source: The Asia-Pacific
Maritime Security Strategy.! Author added flight radii over original map.)
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Why A “Field Guide”?

Driven by heavy investment in its own drone industry and acquisition (often illegally) of
drone technology from abroad, the People’s Republic of China (PRC or China) has
experienced a “drone boom.”2 A quick glance at the Wikipedia page for “List of unmanned
aerial vehicles of China” shows an astoundingly large number of drone models, even if many
will never be mass produced.3 Chinese-made drones are not just proliferating at home, as
models, such as the Wing Loong I, are selling more frequently and in larger numbers abroad.4
However, more importantly, China is increasingly deploying drones under the control of its
military and maritime law enforcement agencies in areas whose sovereignty China is
disputing.5 Specifically, Chinese drones have already been spotted in both the East China Sea,
where it has sovereignty disputes with both Japan and the Republic of China (ROC or
Taiwan), and the South China Sea, where it has sovereignty disputes with Taiwan, the
Philippines, Malaysia, Brunei, and Vietnam.

International law and norms, as well as the legal systems in countries around the world, are
still struggling to catch up to the new realities and challenges of drone proliferation.¢
Currently there are no “rules of the road” for most countries to operate drones nationally, let
alone internationally. How close foreign drones are allowed to operate near drones of other
countries or near manned aircraft or surface vessels need to be answered to avoid
misunderstandings and accidents between different militaries and law enforcement agencies.
However, the use of drones by China in areas it claims abroad will not pause while claimants
negotiate over sovereignty or legal norms catch-up to the reality of a drone proliferation. The
Chinese government’s theft of an American unmanned underwater vehicle (UUV), which the
U.S. government claimed had sovereign immunity, is one of the more high profile examples of
this issue.” The buzzing and “overhead passes” of Philippine Navy ships by suspected Chinese
drones over the years is another.8

Members of the coast guards, navies, and air forces operating in the East and South China
Seas need to be prepared for future drone interactions, not just at the higher-levels of their
leaderships’, but at the lower operational levels as well. Encountering a foreign drone flying
near your craft can catch any sailor or pilot by surprise, and crews operating aircraft and
surface craft in the East and South China Seas need to be properly prepared for such an
encounter.? Considering the level of resources China has put into drone development and
enabling power projection farther from its shores, its drones are the ones members of the
relevant coast guards, navies, and air forces will most likely encounter.1© Estimates cited by
the U.S. Department of Defense in its 2015 China report, indicate that China plans to produce
tens of thousands of unmanned systems potentially worth over $10 billion between 2014 and
2023. Add to this the aggressive, and sometimes lethal, nature of some of China’s manned
air intercepts, operators from other countries in the East and South China Seas should be
prepared for even more dangerous flying from Chinese unmanned aerial platforms.:2



East Asian Maritime Claims
The Pacific Rim has numerous overlapping maritime claims. As China moves to secure access to transit routes, it has
pressed its longstanding claim to a “nine-dash line” encompassing territory claimed by Vietnam, the Philippines,

Indonesia, Malaysia, Brunei, Taiwan and Japan
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(Competing Claims in the East and South China Sea. Source: Stratfor.:3)
Clarification

While the Chinese military (People’s Liberation Army or PLA) is reported to have quite a few
drone models, this guide will restrict itself to launch points and drones that have open-source
evidence confirming their existence.*4 A few potential launch points will be included for the
sake of encouraging readers to think about the full-range of the PLA’s capabilities, especially
should the PLA one day choose to utilize them.

What Red Drones To Look Out For

While there are many Chinese aerial drone models, few are actually deployed and are relevant
for this field guide. This field guide will focus on four models: S-100, ASN-209, BZK-
005, and GJ-1 (also more commonly known by its export name, Wing Loong I).15s These four
models were chosen because they have been the most consistently observed military-grade
aerial drones being operated by Chinese forces (namely the PLA Navy or PLAN, and the PLA
Air Force or PLAAF). Each section will examine one drone model with an overview, tips on
how to identify it, and where it could be seen operating in the East and South China Seas. This
field guide will finish with a series of recommendations to improve the responses of other
military and law enforcement agencies when facing a Chinese drone in the East and South
China Seas.
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S-100
Overview of S-100

In 2010, the PLA purchased 18 rotary Schiebel S-100 drones.*¢ This vertical take-off and
landing (VTOL) drone is produced in Schiebel’s factory south of Vienna, Austria. The S-100 is
the only aerial drone the company — which also manufactures products in mine detection and
composite technology — currently sells.”7 In May 2012, the Japanese Maritime Self Defense
Force (JMSDF) released photographs of what appeared to be three S-100s on a PLA Navy
Type 054 frigate.'8 In a 2015 report, the U.S. Office of Naval Intelligence (ONI) stated that
multiple S-100s had been seen operating from PLA Navy surface combatants.9

(A Likely S-300 Operating Near A Type 054A. Source: Far-Eastern Sweet Potato.=)
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(Three Likely S-100s Aboard A Type 054A. Source: Far-Eastern Sweet Potato.?)

While the PLA will likely replace it with a domestic model in the future, the S-100 remains
one of the more ubiquitous drones that has been deployed by China abroad.22

The model has an operations ceiling of 18,000 feet in International Standard Atmospheric
(ISA) conditions. When carrying a 75 pound (34 kilogram) or lighter payload, the S-100 has
an operational endurance of more than six hours. If the external fuel tank is attached under
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the same conditions, it has an operational endurance of more than 10 hours.23 Depending on
the configuration, it has a range between 60-125 miles (100-200 kilometers or km).24

Schiebel’s brochure for this drone praises it as “ideally suited for use in maritime
operations.”?5 It is likely to be used by China for intelligence, surveillance, and reconnaissance
(ISR). The Schiebel brochure specifically lists Synthetic Aperture Radar (SAR), Maritime
Radar, Signal Intelligence (SIGNIT), and Communication Intelligence (COMINT) as optional
payloads for the S-100.26

While the S-100 is not sold by Schiebel with weapons - and there are no indications that
China has modified them to carry weapons - the S-100 has been modified in the past to carry
weapons, such as the Lightweight Multirole Missile (LMM) by the defense firm Thales.2”
Therefore, the possibility exists that the PLA may modify this ISR drone to carry similar
weapons.

Houw to Identify the S-100
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(Front View of S-100. Source: Air Recognition.=8)

The maximum dimensions of the S-100 is a length of 10.2 feet (3.11 meters), a height of 3.6
feet (1.11 meters), and a width of 4.06 feet (1.24 meters).3° While it has been used by other
countries in several colors, to date, the S-100 has only been seen painted white when used by
the PLAN.

Where Could You See the S-100?

Where these unmanned aerial vehciles (UAVs) could be seen depends, not only on the ranges
and altitudes they can operate in, but where they can be deployed from. This model can
operate from any land mass or vessel that has enough space for its frame to rest on. However,
based on past precedent, and given the limited range of this model, China will likely be
operating them from the PLAN Type 054/054A frigate.

Both the PLAN and China Coast Guard (CCG) have Type 054/054A frigates.3! The PLAN
alone has commissioned at least 23 Type 054A frigates for its fleets.32 Currently nine of them
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are a part of the East Sea Fleet, whose primary responsibility is the East China Sea. The Type
054As in the East Sea Fleet are joined by two Type 054 frigates.33
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(The 62.5 mile [100.58 km] flight radii of the S-100 if operating within the Senkakus. Map By Ian Burns McCaslin.3)

The bulk of these vessels are a part of the 8th Frigate Dadui (CKBA) based out of Shanghai.35
The Type 054A has a navigational range of 4,600 miles (7,400 km) at 18 knots.3¢ This range
means the PLAN can deploy the S-100 from a Type 054/054A anywhere in the East China
Sea. Given the frequency of Chinese vessels (private, maritime law enforcement agencies, and
navy) entering into the territorial sea and contiguous zone of the Senkakus, drones launched
from Chinese vessels are a concern for Japan.3”

The PLAN only has eight Type 054A frigates in the South Sea Fleet, whose primary
responsibility is the South China Sea.38 Given the range of these Type 054A frigates, China
can deploy the S-100 from those vessels anywhere in the South China Sea. However, it is
important to note that once launched from the vessel, the S-100 only has an operational range
of 60-125 miles (100-200 km) depending on the configuration used and payload.39

Even so, the physical features China controls that could support a drone, like the S-100, are a
latent factor that must to be kept in mind. If such features are taken as the only possible
launch points (ignoring the Type 054/054A frigates as launch points), then the coverage
afforded to China is still quite extensive. As shown in the map below.
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(The 62.5 mile [100.58 km] flight radii of the S-100 utilizing any of the Chinese-controlled reclaimed physical features in the Spratlys. Map
by Ian Burns McCaslin.)

Despite the S-100 having a shorter range and lower operational ceiling than other Chinese
drones profiled in this field guide, it can still outperform the National Chung-Shan Institute
of Science and Technology (NCSIST) Cardinal IT drone used by Taiwan’s Marines and its
Army’s Airborne Operation Special Force. The S-100 has nearly twelve times the range and
nearly double the average cruise speed than that of the Cardina II.4° Depending on the S-
100’s payload, it can also outrange the NCSIST Albatross and NCSIST Sharp Kite used by
Taiwan’s Army, by more than 30 miles (50 km) each.4t These performance capabilities mean
that Taiwanese drone pilots must be aware that even if they see a S-100 near one of their
outer islands, such as Itu Aba, the S-100 will be able to fly beyond the range of a Cardinal II,
Albatross, or Sharp Kite. In such a situation, Taiwanese drone pilots may need to start
thinking less like a drone pilot and more like a dogfighter.42 Factors such as speed, rate of
climb, and turning radius, would need to be given greater consideration even when dealing
with an unarmed, but potentially hostile foreign drone.43 While range is important, it is not
everything.

ASN-209

Overview of the ASN-209
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The ASN-209 was designed by the Northwestern Polytechnics’ UAV Institute, also known as
“ASN Technology Corporation”.44 Units used by the PLA are manufactured by Xian Aisheng
Technology Group Company Ltd.45 This Chinese model is a medium-altitude, medium-
endurance (MAME) UAV.46 It has an operational ceiling of 16,404 feet (5,000 meters), an
operational range of 124.3 miles (200 km), and an endurance of 10 hours.47

The model is deployed with a rocket booster from the back of a truck and lands via
parachute.48 These capabilities enable the model to take off from anywhere with enough space
for the launcher, which is about the same size as the model itself, and to land essentially
anywhere. Unlike the S-100, the Aisheng (ASN)-209 is not limited by the consideration of a
return trip to its original launch point.

(View of ASN-209 Launch. Source: Chinese Military Review.49)

The ASN-209, deployed with the PLA, has not yet been seen equipped with weapons;
however, in a brochure by the China National Aero-Technology Import & Export Corporation
(CATIC) for the 2016 Singapore Airshow, the ASN-209 was depicted firing a Tian Long (TL)-2
missile.5° The TL-2 has heat and fragmentation warheads and is described as “mainly
employed for border surveillance, counter-terrorism, and maintaining stability to the target of
light armored vehicle, skiff and armed personnel.”s

Houw to Identify the ASN-209

(Front View of ASN-209. Source: Avib.Pro.52)



(Left: Side View of the Silver Eagle derivative of the ASN-209 with the telltale additional antenna.ss Source: Chinese Military Review.54

Right: Under View of ASN-209. Source: Asian Defence News.55 )

To date, the ASN-209 has been seen with a variety of paint schemes with the PLA and
PLAN.5¢ The most common is a white body with its underbody painted either dark grey or
red. The ASN-209 has a length of 14 feet (4.3 meters), a width of 24.6 feet (7.5 meters), and a

height of 5 feet (1.5 meters).5”

Where Could You See the ASN-209?
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(The 124.3 mile [200 km] full range of the ASN-209, without a return trip, if launched from Daishan and Ningbo. Map by Ian Burns

McCaslin.)
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As previously mentioned, where these models could be seen depends, not only on the ranges
and altitudes they can operate in, but where they can be deployed from. Since this model does
not have to make a full return trip to its original launch point, it can fly to the full extent of its
range of 124.3 miles (200 km).58 So far its capabilities have only been confirmed to have been
used in the East China Sea from near runways, as seen in the map above.

The ASN-209 has not yet been seen operating in or around the South China Sea. If it, or
another model with similar capabilities, was to operate in the area, it would have the
capability to operate more than 1.2 miles (more than 2,000 meters) higher than the only
other drone that has been publically known to have been operated by anther claimant in the
South China Sea, Malaysia’s Thales Fulmar UAV. However, it would actually be outranged by
the Malaysia’s Fulmar by more than 370 miles (600 km).59

The map below is an illustration of the kind of coverage the ASN-209, or a similar model,

could provide if China were to only deploy it from near runways in the South China Sea, as it
has with the model near the East China Sea.
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(The 124.3 mile [200 km] full range of the ASN-209, without a return trip, if launched from Chinese-controlled physical features with
airfields in and around the South China Sea. Map by Ian Burns McCaslin.)
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BZK-005
Overview BZK-005

This model is a medium-altitude, long-endurance (MALE) drone designed by the Beihang
University’s UAV Institute and the Harbin Aircraft Industry Group (HAIG), and
manufactured by HAIG.%© HAIG is a subsidy of the Aviation Industry Corporation of China
(AVIC).%t The BZK-005 has been one of the drones most commonly captured on Chinese
runways via satellite imagery. As it is not a VTOL and China has not yet begun to deploy
runway launched drones from its aircraft carrier, the range of this drone is limited by the
location of ground-based runways that China can construct near or in the disputed areas of
the East and South China Seas.

It has an operational ceiling of 26,247 feet (8,000 meters), with a maxium range of 1,491
miles (2,400 km) and an endurance of 40 hours.62

So far the BZK-005 functions as an ISR asset for the PLA.%3 According to research by the U.S.-
China Economic and Security Review Commission — though currently unverified — given its
structural appearance, the BZK-005 “probably has electro-optical, infrared, synthetic
aperture, and signals intelligence sensors and is equipped with satellite communications
systems, allowing for real-time data transmission capability.”¢4 To date, there is no sign the
BZK-005 has been modified to carry weapons; however, given its size and carrying capacity, it
could be modified to do so, just as the U.S. did with the Predator drone.®s

Houw to Identify the BZK-005
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(Front View of BZK-005. Source: Sino Defence Forum.ﬁ) (Side View of BZK-005. Source: Sino Defence Forum.s7)



(Under View of BZK-005. Source: #7/E#71E.68) (Behind View of BZK-005. Source: #F/E#78.59)
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(Far Away Side View of BZK-005. Source: fE#7&.7)

To date, the BZK-005 has been seen in use by the PLAAF and PLAN. The primary color
scheme that the BZK-005 has been photographed with has been a blue-gray body with a
“hump” on its head and lower spine painted white. However, it has also been photographed
with a white and gray paint scheme. Based on which branch controls the bases where each
color scheme was spotted, it appears the PLAN utilizes the white and gray paint scheme,
while the PLAAF utilizes the blue-gray with white hump paint scheme.

It is estimated that the length of the BZK-005 is 30 feet (9.14 meters), with a width of 55 feet
(16.76 meters).”

Where Could Your See the BZK-005

Due to its size and launch system, the BZK-005 requires a proper runway to take off and land.
This characteristic means that the model cannot be deployed from mobile platforms, such as
warships or from the backs of trucks. However, its range is significantly larger than models
like the S-100 or ASN-209. The BZK-005’s range is about 1,490 miles (2,400 km) with an
endurance of 40 hours. Its ceiling of operation is also higher at about 26,240 feet (8,000
meters).72



As shown in the map below, a BZK-005 launched from Daishan Island or Ningbo in Zhejiang
Province has the range to easily fly to the Senkakus, as well as Japan’s Southwest Islands, the
southern part of the Japanese home islands, and all of the Republic of Korea (ROK or South
Korea) and Taiwan. Given its range, the BZK-005 would have ample fuel to loiter around

most of the East China Sea.
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(The 745 mile [1,200 km] flight radii of the BZK-005 when launched from Daishan and Ningo for the East China Sea. Map by Ian Burns
McCaslin.)

Japan’s southern most military, intelligence, and coast guard facilities, such as those on
Yonaguni, Ishigaki, Miyako, Kume, Okinawa, Okinoerabu, and Amamioshima — which are
the Japanese islands closest to the Senkakus — are notably in range of a BZK-005.

As can be seen from the map below, if a BZK-005 were to be launched from the four main
Chinese-controlled islands (artificial and natural): Woody Island, Subi Reef, Mischief Reef,
and Fiery Cross Reef, it could range over the entire South China Sea. Even if it was launched
from Lingshui Air Base on Hainan Island, it could still reach all of the major artificial islands
China has created thus far. To date, the BZK-005 has been captured with satellite imagery
using an airstrip in Lingshui Air Base and on Woody Island, the two northern most of the five
airstrips shown in the map below.7s However, as of now, there are no BZK-005s permanently
based on any of islands (artificial or natural) controlled by China in the South China Sea.

3649

INSTITUTE



Key' -
1 Q china
Q Taiwan

S

Philippines GUANGXI GUANGDONG &y
@ Malaysia
Q Vietnam . @
r Qus. e Hong Kong
®

QAir Base/Field
| e Built Upon Physical Feature |

avo

Vientiane

G cel
a¥nds

South
China Sea

Ho Chi Q Spratl
SRl pratly
Minh{City. - ’\Is’ands

PENANG TERENGGANU

PERAK

Megan RIAU ISLANDS

Malaysia G Celgffes Sea

®
(The 745 mile [1,200 km] flight radii of the BZK-005 if launched from Lingshui, Hainan, Woody Island, Subi Reef, Mischief Reef, and Fiery
Cross Reef. Map by Ian Burns McCaslin.)

While the BZK-005 has been seen on the runways of Lingshui and Woody Island in the past,
they have not yet been seen on Subi Reef, Mischief Reef, or Fiery Cross Reef. Their inclusion
is merely to give readers an idea of the utility of these Chinese-controlled, artificially
constructed islands for drone use.

The high operational ceiling of the BZK-005 means it can operate at higher altitudes than a
number of other aircraft, particularly those used by the coast guards of states China is in
disputes with in the East and South China Sea. In the case of the Japanese Coast Guard
(JCG), the BZK-005 can fly higher than the Bombardier Dash 8 (which Japan uses for
maritime surveillance) and the AgustaWestland AW139, Eurocopter AS332 Super Puma,
Eurocopter EC225 Super Puma, and Sikorsky S-76D (which Japan uses for search-and-
rescue).74

In the case of Taiwan’s Coast Guard Administration (CGA), the BZK-005 can fly above all of
the CGA’s helicopters (MBB/Kawasaki BK 117B-2, Eurocopter AS365 Dauphin, Sikorsky S-
76B, Boeing B-234MLR [under National Forest Agency], and the Bell UH-1H).75

In the case of the Philippine Coast Guard (PCG), the BZK-005 can fly above all of the aircraft

they currently operate (Britten-Norman BN-2 Islander, MBB Bo 105, and the Short C-23
Sherpa).76
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In the case of the Malaysian Maritime Enforcement Agency (MMEA), also known as the
Malaysian Coast Guard, the BZK-005 can fly above both the helicopters it uses for search-
and-rescue (AgustaWestland AW139 and Eurocopter AS365 Dauphin).”? The BZK-005 can
also fly about 5,000 meters above the operational ceiling of the Thales Fulmar X, operated by
the MMEA.78

In the case of the Vietnam Coast Guard (VCG), the VCG’s CASA C-212 Aviocar series 400 can
still fly above the BZK-005 by more than 1,000 meters.79

GJ-1
Overview of GJ-1

This is a medium-altitude, long-distance (MALE) UAV, which was designed to be converted
to an unmanned combat aerial vehicle (UCAV).8° The Gongji (GJ)-1 was designed by the
Chengdu Aircraft Design and Research Institute, which works with the manufacturer, the
Chengdu Aircraft Industry Group, a subsidy of AVIC.8: Unlike many of the other drones
designed for ISR, the GJ-1 has been almost exclusively photographed equipped with, firing, or
next to missiles and bombs. This has been one of the more notable drone models exported
abroad by China. The model’s first export version, the Wing Loong I, was exported to
Kazakhstan, Saudi Arabia, and the United Arab Emirates. The largest drone export order yet
for China is for the second export version, the Wing Loong 11.82

The GJ-1 can carry a total payload of 441 pounds (200 kilograms). It has optional SAR and
electro-optical loadouts.83 It has been seen equipped with eight different weapon types in one
test alone.84 Primarily, the weapons it has been seen with have been air-to-surface missiles
and small diameter bombs.85 These include the AKD-10, BRMI-90, FT-7/130, FT-9/50, FT-
10/25, GB-7/50, and GB-4/100.86

Houw to Identify the GJ-1:

(Front view of the GJ-1. Source: airforce-technology.com.s7) (Side View of GJ-1. Source: airfo.rce-téchvr“i‘(')logy..C0'r71.88)
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(Lower and Behind View of Two GJ-1s in formation. Source: 77/Z 2 .89)

The GJ-1 has so far only been photographed since its deployment with PLAAF with a gray
paint scheme. The model strongly resembles the U.S. Predator, so much so that some have
labeled it a “Predator Clone.”9¢

The model has a length of 28 feet (9 meters), a width of 46 feet (14 meters), and a height of
9.1 feet (2.8 meters).9:

Where Could You See the GJ-1
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This model has by far the greatest operational capabilities of the models listed in this field
guide. Its range of 2,485 miles (4,000 km) allows it to cover the East China Sea from any
drone base in the provinces of the Eastern Theater Command.92 Even from one of the
PLAAF’s airstrips in Shahe, north of Beijing, a GJ-1 still has the capability to reach all of the
East China Sea.

That same range also allows it to cover all of the South China Sea from any drone base in the
Southern Theater Command.93 As shown below, even if only launched from the airstrip at
Lingshui on Hainan, the GJ-1 provides the PLA with significant coverage of the South China
Sea.
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(The 1,242.5 mile [2,000 km] flight radius of the GJ-1 if launched from airstrip at Lingshui on Hainan. Map by Ian Burns McCaslin.)

Like the BZK-005, the GJ-1 can either fly farther or higher than many of the unmanned and
manned platforms operated by countries around both the East and South China Seas.

Conclusion

Education and discussion of drones can no longer be the exclusive domain of theorists or
high-level officers. Though drones largely remain in the popular conscious of many countries
as untouchable platforms striking targets far below with impunity, the increasing clip of
drone models being shot down shows that such advanced technology can still be brought
down by a simple bullet. One of the drone models profiled in this field guide is alleged to have
been shot down by Al Shabaab militants while being operated by the United States.?4 Even
aerial drones with more advanced capabilities have been brought down, such as the downing
of multiple Iranian Shahed-129’s by U.S. fighter jets.95 The Shahed-129 is a MALE drone, just



like the BZK-005 and GJ-1, showcasing that unmanned platforms are still no match for
manned ones.9

Aerial drones are in the fray of armed conflict just as much as manned aerial platforms now;
however, the proliferation of drones is still being adjusted to by law enforcement agencies and
militaries. Therefore, any member of a military service or law enforcement agency operating
in the East and South China Sea must be mentally prepared to encounter a drone. As was
seen with the EP-3 incident in 2001, an aerial asset does not have to fire weapons to damage
the asset of another country. While armed Chinese drones operating in the East and South
China Seas may still be a little ways off, Chinese drones flying dangerously close to aerial or
naval assets could happen much sooner.

Thinking further into the future, the militaries and law enforcement agencies of the region
need to seriously consider if their personnel operating in the East and South China Seas are
sufficiently prepared to deal with Chinese drones, even if they lose contact with their
superiors and have to react based only on their training and instincts.97 This field guide aims
to jumpstart a conversation on how militaries and law enforcement agencies should prepare
their personnel to deal with potentially hostile aerial drones, armed or otherwise, operating in
disputed areas in their maritime neighborhood. If these organizations properly prepare
themselves, they can better react to deal with a potential threat and prevent the encounter
from escalating beyond their control.

Ian Burns McCaslin is an intern for the Project 2049 Institute where he focuses on the PLA

and Chinese influence operations. He received his MA from the National University of
Singapore.
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