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Executive Summary

No capability is more important than command, control, communications, computers,
intelligence, surveillance, and reconnaissance (C4ISR). C4ISR systems reduce surprise, increase
warning time of emergencies, facilitate the sharing of information within an emergency
response network, and allow senior decision makers to make better-informed decisions.
Although hardware is important in times of emergency, weapon systems are of limited utility
without an advanced C4ISR system in support.

At the heart of C4ISR is information technology, an area in which the Republic of China
(Taiwan) has long enjoyed an international competitive advantage. It is one of the world’s
most innovative societies, given its status as a hidden yet critical node in the global
information technology supply chain and the holder of one of the world’s largest number of
utility patents. Paradoxically, while the island’s private sector is a world leader, the ROC’s
defense and homeland security establishments have lagged behind in leveraging the
information revolution.

However, Taiwan’s information technology paradox is changing. The ROC has the potential to
harness its innovative strengths in information technologies in order to meet some of the
world’s most stressing security challenges. The People’s Republic of China (PRC) and its ruling
Chinese Communist Party present a daunting and growing military threat that is rivaled only
by the dizzying array of non-traditional security hazards that often go unheeded. Taiwan'’s
society is one of the world’s most vulnerable to natural disasters, and is also challenged by the
prospect of pandemics, control of its borders, and terrorism and forms of extremism.

Given this severe set of security challenges, Taiwan has powerful incentives to field one of the
most advanced and networked emergency management C4ISR systems in the world. Whether
military or civilian, responses to all hazards require maximal situational awareness and the
means to react efficiently and effectively to prevent a further deterioration of the situation.
Perhaps best exemplifying Taiwan’s position at the cusp of the information revolution is the
recent introduction of one of the world’s most sophisticated advanced tactical data link
networks. The number of participants in the network today remains limited. However,
assuming proper training and cultural adjustments can be managed, the gradual expansion of
the advanced data link network will solidify Taiwan’s position at the leading edge of the
network-centric information revolution.

However, there is more that could be done to leverage C4ISR for all-hazards defense.
Enhancements to its command and control system, especially in the area of anti-submarine
warfare (ASW) and maritime domain awareness, would better prepare the island’s civil and
military leadership for emergency situations. Other investments could be worth considering
such as advanced voice communication technologies and dual-use space systems (including
electro-optical and synthetic aperture radar (SAR) remote sensing and broadband
communication satellites) could prove invaluable to disaster warning, recovery, and response.
These capabilities also may satisfy verification requirements in any future cross-Strait arms
control regime.
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Finally, Taiwan’s security challenges are unique and more severe than most. As a result,
Taiwan’s successes in innovative approaches to mitigating hazards may be instructive for
defense and homeland security establishments around the world.
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Introduction

The global information revolution is a phenomenon that is transforming the world’s industrial-
based societies and economies. In our everyday lives, we look to information and
communications technology to work, function, cooperate, and compete more effectively.
Countries have also harnessed the information revolution to bolster their national security
and defense establishments. The trend towards increased computing power to process,
collate, and analyze a vast quantity of sensor data in order to mitigate and respond to a range
of security challenges has turned the information revolution into the C4ISR revolution.

Leading the information revolution is the ROC, a hidden yet critical node in the global
technology supply chain.! Despite its central role, Taiwan is lagging behind most advanced
societies in effectively leveraging the information revolution for its own defense and non-
traditional security challenges. However, this has been changing. Tested by some of the
world’s most stressing security challenges, Taiwan’s political and military leadership
increasingly understands the value of resilient sensor networks, communications systems, and
command and control networks in mitigating and responding to large-scale crises.

Success or failure in responding to emergencies depends upon the quality of information
available to decision makers and the manner in which it is used. Analogously, individual
decisions and actions depend upon the information about the environment and potential
dangers perceived by sensory system. The brain acts as a centralized decision making center
that automatically processes millions of bits of information to formulate the optimal response.
Once a course of action is determined, signals are transmitted to the relevant response
mechanisms. However, if there are faults in the cognitive or central nervous system in an
emergency situation, it may be difficult to mount even the most basic of defenses such as
calling for help. No matter how physically strong an individual may be, a failure at any point in
this sequence can be fatal to his or her threat response.

The same principle applies toward a country’s security “sensory system.” Here lies the critical
function of a command, control, communications, computers, intelligence, surveillance, and
reconnaissance, or C4ISR system, in supplying critical data to the decision making center in the
government and then relaying coordinated responses to both military and civilian peripheries
in the network. Shortcomings in disaster management throughout history can often be traced
back to a C4ISR-related weakness. Therefore, to prepare for and defend against the full range
of man-made and natural security hazards, many countries have made significant investments
in the realm of C4ISR.

Taiwan has powerful incentives to leverage the global information revolution in order to field
one of the world’s most advanced C4ISR systems. Highly prone to natural disasters and facing
a sizable challenge from the Chinese People’s Liberation Army (PLA) across the Taiwan Strait,
it is perhaps the most dangerous location on earth. Further complicating its ability to prepare
for national emergencies is Taiwan’s political isolation within the international community.
However, advances in information technology could revolutionize national emergencies
management in a way that offsets Taiwan's isolation, and facilitates linkages with the United
States as well as the rest of the international community before and during crisis situations.
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As a case study, Taiwan’s experiences in leveraging C4ISR for all-hazards defense should be of
interest to U.S. policy makers, warfighters, Congress, and emergency management authorities.
Due to the severity of its threat environment, Taiwan’s success and failures may offer lessons
to inform our own homeland security. While much collaboration has been done to date, the
United States is expected to continue to play a critical role in assisting Taiwan in its self-
defense, as outlined in the Taiwan Relations Act (TRA).

This monograph outlines the security challenges that Taiwan faces and how it is leveraging
C4ISR to meet those challenges. The first section addresses the military challenge that the
People’s Republic of China (PRC) poses to Taiwan’s C4ISR system, as well as other hazards to
Taiwan’s security, such as natural disasters, pandemics, and terrorism/extremism. Based on
these challenges, the second section addresses fundamental situational awareness
requirements and discusses communications, and command and control issues. The final
section summarizes how Taiwan is meeting these challenges and offers preliminary
suggestions for consideration.
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A Review of the Threats

Taiwan faces a unique and severe set of man-made and natural challenges to its national
security. Man-made threats include the conventional use of military force and other forms of
organized violence, such as terrorism. Natural hazards include disasters and pandemics. This
section outlines the most severe threats to national security that could result in high loss of
life, political instability and economic setbacks. Addressing these hazards will require
thorough planning, as crises are often multitudinous. For example, mudslides can follow a
major typhoon, or a public health crisis can follow a military confrontation.

The PRC Military Challenge to Taiwan’s C4ISR Infrastructure

The potential for the PRC to use military force to resolve its political differences with Taiwan is
the most dangerous and stressful of the possible hazards. This scenario will undoubtedly test
Taiwan’s ability to coordinate military responses and manage the civilian emergency
management system; all of which will depend upon sustaining situational awareness as well as
effective communication both within and beyond the island. At the heart of this management
and coordination lies the national and operational level command and control system.
Because of its critical function, the system is likely to become target of attacks.

A central element of the PRC’s strategy would be to exploit, deny, or manipulate
communications transmitted via Taiwan’s civil and defense information infrastructure, and
electromagnetic environment. As one basic PLA primer on campaign theory asserts, “seizing
information dominance, and denying the enemy of his information capabilities, has become
the most important task of modern theater operations.”?

Under extreme conditions of information dominance, Taiwan’s political and military risk
calculations, as well as its ability to effectively coordinate a response, would be significantly
affected.’ Furthermore, even if operational capability is retained at the tactical level, the loss
of situational awareness within a centralized command and control structure and the ability to
communicate with fielded forces has the potential to accelerate a rapid collapse of defenses.

Electronic Countermeasures: Back to the Basics

A key feature of a PLA information operations campaign would be electronic warfare, which
seeks to complicate an adversary’s maneuvers in an increasingly complex electromagnetic
environment. PLA advances in this area should provide an impetus for Taiwanese
policymakers to prioritize preparations for this contingency.4 The PLA’s senior leadership
understands that control over the electromagnetic spectrum can be a crucial determinant of a
conflict. Since the United States’ successful attacks on Iragi communication networks in the
1991 Gulf War, the PRC’s senior military leadership has stressed the strategic importance of
electronic warfare as a component of information warfare. In 1995, Admiral Liu Huaging, Vice
Chairman of the Central Military Commission asserted:
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“Information warfare and electronic warfare are of key importance, while
fighting on the ground can only serve to exploit the victory. Hence, China is
more convinced (than ever) that as far as the PLA is concerned, a military
revolution with information warfare as the core has reached the stage where
efforts must be made to catch up with and overtake rivals.””

The importance that the PLA places on targeting the opponent’s electromagnetic spectrum
reflects a solid understanding of information and electronic warfare in defense planning. In
particular, PLA operational concepts emphasize the importance of centralized command and
control over their electronic attack assets and the role of electronic warfare in successful
deception and surprise against their opponent.

Scenario: A PLA Electronic and Information Attack Against Taiwan

A PLA electronic warfare campaign could pose challenges to the integrity and reliability of
Taiwan’s situational awareness and communications by disrupting wireless, satellite, and
radar networks. The basic objectives of an electronic attack campaign would be to complicate
Taiwan’s ability to detect enemy preparations and subsequently mount an effective defense
against possible air and missile strikes. Airborne, maritime, and land-based jammers would
disrupt early warning and air defense radar systems, especially those supporting missile
defenses. Decoys would be used to force Taiwan’s air defense system to cover a 360-degree
area while deception jamming would create false aircraft returns and trigger activation of
radars. In short, electronic warfare operations would be integrated with the physical
destruction of command and control centers, early warning sites, and air defense systems to
reduce the effectiveness of an enemy’s communications system and to effect systemic
paralysis.6

The PLA places a high priority on disrupting communications networks. In conjunction with
strikes, PLA planners indicate that electronic countermeasures (ECM) assets would target
leadership and operational-level communications. Airborne communications jamming
packages would interrupt early warning broadcasts and leadership communication networks,
as well as ground-to-air and air-to-air communications. Broadband jamming could deny
Taiwan’s armed forces a significant portion of the frequency spectrum. Carrying the inherent
risk of undermining its own communications, PLA writings indicate significant investment into
overcoming this challenge.” PRC technical writings also indicate an interest in developing the
means to disrupt advanced tactical data link networks, such as the U.S. Joint Tactical
Information Distribution System (JTIDS).S In addition, false communications networks would
be launched to imitate real ones in an attempt to deceive Taiwan and U.S. intelligence assets.’

Electronic warfare likely would be conducted along with other forms of information
operations. PLA computer network attack specialists discuss targeting automated enemy
command systems through saboteurs who have penetrated internal networks and/or through
pre-planted viruses into automated air defense networks.® Authors also discuss ‘intelligence
warfare,” which is “the use of every type of sensor and other capabilities to attain the
necessary level of intelligence while destroying or degrading the enemy of his sensors in order
to deny him his needed sources of intelligence."11 Together, electronic and intelligence
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warfare could deny Taiwan’s national and military leadership critical access to the
electromagnetic spectrum.

Non-Conventional Electromagnetic Attack. The PRC’s research and development community
has been investing resources in more exotic forms of electronic warfare. In particular, efforts
have been directed toward an energy weapon that produces a strong electromagnetic pulse
(EMP) to neutralize electronic systems within its effective radius. Known as a high-powered
microwave [HPM; & IR 1 28] device, it has been championed by many of China’s most
respected advocates of information warfare. PLA-affiliated research institutes have already
mastered certain power sources commonly associated with microwave weapons.12 Chinese
writings indicate various applications for HPM devices to shut down adversarial radars and
C4ISR systems in an opening salvo, including directional systems for jamming the electronic
systems of attacking aircraft, anti-radiation missiles, and as an anti-satellite weapon to
degrade sensitive satellite electronic systems.13

The size of a HPM device depends upon the target, delivery application, and desired effects.
For the PRC, the obstacle lies in weaponizing a HPM device that could release the required
amount of energy at the calculated range and on target. However, if the PRC is able to
overcome these challenges, an operational HPM warhead could be sized to fit a space similar
to that available in the nose section of a conventional short range ballistic or land attack cruise
missile.

Terrorists are also believed to be increasingly capable of fielding a crude HPM capability.
Smaller HPM weapons are becoming increasingly well-suited for terrorists and saboteurs,
including “hand-held” missions that could employ a system that weighs less than ten pounds.
Strategic facilities, such as Taiwan’s science parks, could serve as ideal targets for terrorists or
saboteurs. Around the world, several high-power microwave technologies, using commercial
off-the-shelf (COTS) technology, are now readily available for use in operational weapons. For
example, existing EMP generators already have the ability to upset or destroy present
generation digital electronics.™

Another potential challenge is the detonation of a nuclear device in the upper atmosphere to
generate a high-altitude EMP (HEMP) burst to disrupt electronic systems. Once detonated,
HEMP changes the ionization of the ionosphere and magnetosphere, which will affect critical
communication links, radar transmissions, and electro-optic sensors.” The 2005 report to
Congress on Military Power of the People’s Republic of China highlighted the possibility of that
the PRC could use such a capability as part of a larger campaign to “intimidate, if not
decapitate, the Taiwan leadership.”®

A HEMP or HPM attack could have a ripple effect on the electronic fabric the supports
Taiwanese society. If used against a critical node, a device likely would have a significant effect
on Taiwan’s national information infrastructure, public switched telephone network (PSTN),
and international links due to its reliance on electronic information systems. Strikes against
foundations in Taiwan’s critical infrastructure and strategic industries, such as Hsinchu Science
Park, could have systemic or even global consequences.17

Computer Network Attack. Electronic warfare is also becoming integrated with computer
network operations (CNO) that target the opponent’s network information systems that could
be strategically exploited to the PLA’s advantage. An attack campaign would likely target
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automation systems, such as process control systems (PCS), which are extensively used in
managing electric power, water, petroleum, natural gas, as well as communications systems.
If a PCS could be undermined, there may be no need for the network’s physical destruction.
Similarly, he attacks would also be aimed at supervisory control and data acquisition (SCADA)
systems that are also critical to the secure and efficient operations of critical infrastructure.'®

The computer network attacks in Estonia in 2007 are illustrative of the dangers faced by
Taiwan. For three weeks, many of the government, banking, and media sites and computer
systems were subjected to a massive denial-of-service attack (when a target site is
bombarded with so many false requests for information that it crashes).' Estonia’s
experience and the daily occurrence of similar attacks throughout cyberspace demonstrate
that waging a cyber war is not beyond the capacity of any technologically capable nation.

To defend government and private sector computer networks, Taiwan’s national-level
authorities created a Computer Emergency Response Team, while the Ministry of National
Defense (MND) established an Information and Electronic Warfare Command. Although
Taiwan has taken necessary precautions against CNO threats, intrusions upon sophisticated
networks in the U.S. testify that this new cyber frontier cannot be completely safeguarded.20

Coordinating information and electronic campaigns

In a conflict scenario, joint electronic countermeasures operations would be coordinated
within the Joint Campaign Command’s Joint Electronic Countermeasures (ECM) Center (lianhe
dianzi duikang zhongxin; ¥k& T 914 0»). The Center’s responsibilities include: directing
the collection and analysis of electronic reconnaissance; developing the ECM concept of
operations (juexin) and electronic attack plan; assigning responsibilities and targets,
transmitting orders to service ECM organizations; and coordinating with the Joint Theater
Command leadership and other centers.”

PLA sources indicate that a typical ECM regiment includes a headquarters department, a
political department, a logistics department, and a technology department. The regiment
would include an electronic reconnaissance battalion, a communications jamming battalion, a
radar jamming battalion, and a radar camouflage battalion. The reconnaissance battalion [{i
%2141 oversees both fixed sites and mobile units for collection, analysis, and exploitation of
communications and radar intelligence. The land-based information collection is augmented
by airborne and maritime assets.”

The Nanjing Military Region’s ECM Regiment [the 73676 Unit] is the electronic warfare unit
most likely to be engaged in a Taiwan scenario. Located in the Binhu district of Wuxi [TE#7],
the regiment has at least four battalions. One source indicates that the 2" battalion of the
Wuxi ECM unit is equipped with new high-powered jammers [ KIZT-3]. There are also
suggestions that an additional battalion or group is located in the Tong’an [[F]%] area of
Xiamen. Some group armies, such as the 31° near Xiamen, have an ECM battalion [&] or
group [KBALLZ PLA army aviation units are said to have specialized heliborne ECM assets for
jamming both communications networks and radar systems.24ln addition, PLA electronic
warfar(zesunits are equipped with ultra high frequency (UHF) satellite communications jamming
assets.
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Natural Disasters

The PLA is not the only security challenge that Taiwan faces. In the wake of a major typhoon
that struck Taiwan in August 2009, ROC President Ma Ying-jeou proclaimed “our enemy is not
necessarily the people across the Taiwan Strait, but nature.” In recognizing that natural
disasters pose as much if not more of a danger than PRC military action, he also warned “as a
result of climate change, disasters like Morakot are not that unusual now, so we have to be
prepared for the worst.”*®

Natural disasters indeed pose a salient threat to Taiwan. In 2005, the World Bank assessed
that “Taiwan may be the place on Earth most vulnerable to natural hazards, with 73 percent
of its land and population exposed to three or more hazards.”*’ Typhoons, floods, landslides,
earthquakes, and other disasters can result in significant human and economic losses — both
in terms of tangible economic costs and diminishing GDP. Similar to the scenario of a military
attack, such events also pose significant challenges for Taiwan’s early warning,
communications, and emergency response management. Enhancing these capabilities could
mitigate the losses associated with natural disasters, an investment that would prove valuable
as Taiwan is expected to experience a higher volume of natural disasters in the future.

Typhoons. Typhoons make up at least 70% of Taiwan’s natural disasters and the country often
suffers significant human casualties and economic loss from the violent winds and extreme
rainfall. According to one estimate, typhoons result in an annual economic loss of around NT
$20 billion.”® The deadliest typhoon in recorded history, the 2009 Typhoon Morakot, left a toll
of over 500 victims and estimated financial losses of U.S. $3.4 billion (NT $110 billion).
Morakot also caused significant damage to the island’s communications, including loss of
1700 wireless base stations and six undersea cables carrying international traffic.”’

The incidence of typhoons in Taiwan has risen from an average of 3.3 times per year in the
20" century to an average of 5.7 times per year after 2000.% The increased frequency, as well
as intensity, of typhoons has been associated with warming sea temperatures. Therefore, as
the island’s senior political leadership has noted, the typhoon prognosis for Taiwan is bleak,
with climate change projected to further increase ocean temperatures.’

The aftermath of Typhoon Morakot (left to right): Military troops evacuate survivor; homes collapsed
due to flooding and the military removing debris from the typhoon.

Source: AFP/Getty images and AP
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Floods and Landslides. Typhoons are linked with floods and landslides. Taiwan’s unique
geography features 156 mountain peaks surpassing 3,000-meters (10,000 feet) that create
one of the sharpest drops in elevation in the world. Coupled with annual rainfall totaling 2.5
times the world’s average, Taiwan’s steep slopes have created volatile rivers with the largest
discharge per unit drainage area and shortest time of concentrations in comparison to others
around the world.* The intense rain and rapid water flow result in erosion, which is
compour;;:led by frequent earthquakes that undermine the stability of mountains and
hillsides.

Earthquakes. Exacerbating the flood/landslide problem are earthquakes. Located at the
world’s most seismically active geological intersections, Taiwan is a collision zone between the
Philippine Sea and Eurasian tectonic plates. More than 200 earthquakes can be felt on the
island every year, and the frequent earthquakes have had devastating consequences. More
than 3000 perished in a 1935 earthquake, and the Chi-Chi earthquake in 1999 claimed 2500
lives. In addition to damaging critical information infrastructure, Taiwan’s annual economic
loss from earthquakes since 1900 is estimated to be 0.7% of its GDP.*

Tsunamis. Often forgotten are tsunamis, which are low-probability disasters with very large
impacts that are can be caused by underwater earthquakes. Localities in the Asia-Pacific
region experience damage from a tsunami every year or two, and region-wide events occur a
few times each century. The 2004 Indian Ocean tsunami serves as a stark reminder.> Before
the 2004 tsunami, Taiwan was often cited as suffering the greatest losses from a tsunami in
1782. In modeling and simulation studies, engineers believe that the two potential sources
could be the Manila Trench, which runs north to south in the Bashi Strait and off the coast of
Luzon, and the Ryukyu Trench, which runs up from Hualian and the Ryuku Islands. In one
scenario, southern Taiwan could be hit with a wave 11-meters in height, with flooding
reaching 8.5-kilometers inland.*® The key to mitigating the effects of a tsunami would be early
warning and assured communications. Representatives from Taiwan’s scientific community
have called for a system capable of providing early warning of off-shore seismic and other
events, perhaps linked to the Pacific Tsunami Warning Center.”’

Pandemics

As noted, threats from the PLA and natural disasters can have severe consequences for
Taiwan if they occur in the absence of an effective early warning network, resilient
communications, and an efficient disaster management system. However, in terms of the
human toll, pandemics may be even more catastrophic. Scientists believe that a major
influenza pandemic, emerging from birds and pigs, is almost unavoidable, and is most likely to
originate from China or Southeast Asia.*®

Taiwan’s proximity to the epicenter, its integral role in regional trade with China and
Southeast Asia, and widespread urbanization and high population density exponentially
heightens its exposure to potential pandemics. It is also a waypoint in Asia for migrant birds,
which have been suspected as a source for the deadly H5N1 virus (avian flu).*® Between
42,000 and 62,000 people died in Taiwan during the influenza pandemic of 1918-1920. One
study found that an influenza outbreak, similar in scale to that of 1918, could cause up to
315,000 casualties.*
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A pandemic will have the potential to disrupt all facets of a functional society. According to
one comprehensive report, high employee absenteeism rates are expected, which could
disrupt businesses and essential services such as hospitals, police, fire, utilities (water,
electricity, and communications), garbage pickup, and food distribution. While it may not
cause physical damage, a pandemic could threaten critical infrastructure by affecting essential
personnel for extended periods of time.** A vaccine is unlikely to be available in the first four
to six months of a global epidemic, since it can only be developed after the newly mutated
virus has been identified. A moderate or severe pandemic will severely stress the health care
system’s ability to provide care for those who need it.*?

Despite Taiwan’s risk factors and potential devastation from a pandemic, it is absent from risk
indexes and information-sharing mechanisms because it does not hold formal membership in
international health organizations. This provides the impetus for Taiwan to strengthen its own
defenses against potential pandemics. Preparing and responding to an epidemic have much in
common with military planning and operations. A pandemic can be contained through a rapid
response that includes surveillance, identification, and isolation of infection as well as a
thorough tracing of contacts. Also critical is early warning of a pandemic and the ability to
track its spread to commence containment measures. This will also depend upon maintaining
accessible channels of communications with the public and among government agencies as
well as other public health institutions.

Terrorism, Trafficking, and Border Control

Beyond natural disasters and pandemics, Taiwan also faces hazards associated with
proliferation of weapons of mass destruction (WMD), terrorism and trafficking. Taiwan is
often viewed as being immune to terrorism, perhaps due to the island’s isolation within the
international community. Yet, the unexpected is not improbable. A terrorist organization
seeking to undermine the global information and technology supply chain could see Taiwan as
a target of great economic impact.43 Furthermore, Taiwan’s growing interdependence with
the mainland, and, by extension, the PRC’s interdependence with the United States, especially
in international finance, could draw the attention of China-based terrorists seeking to affect
their own government’s economic interests close to home.*

Weapons of mass destruction. The island’s ports have been viewed as a potential
transshipment point for weapons of mass destruction. Taiwanese officials have expressed
concern for potential terrorist activities, cautioning that a potential hijack or attack on oil
carriers or ships carrying dangerous materials would damage Taiwan’s harbors and key coastal
infrastructure. This in turn will negatively impact on Taiwan’s economy and interrupt
international trade. In recognition of this hazard, Taiwan has been an active participant in
U.S.-led global counter-proliferation initiatives, such as the Megaports Program and the
Container Security Initiative.”

Border Control and trafficking. Despite its maritime geography, Taiwan faces a border control
problem. Its coastal areas, coastlines, airports, and other points of entry require constant
vigilance against illegal drugs and immigrants, diseases, terrorists, and weapons of mass
destruction. The movement of people has presented a security challenge since the end of
martial law in 1987. Human smuggling allegedly peaked from 1990 to 1993, during which
5,000 PRC nationals illegally entered Taiwan each year. While the numbers have declined,
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authorities still recorded 2,500 aliens illegally entering Taiwan in 2005. Observers have noted
that the number of illegal immigrants could be three to five times higher than official numbers
reflect. Most enter Taiwan as part of a human trafficking network for prostitution. The
challenge of managing migration across national borders could be exacerbated by an influx of
arrivals in the event of significant internal turmoil in China.*®

| 16
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Taiwan’s Response: an All-Hazards Transformation

All of the security challenges threats discussed above share commonalities that could benefit
from an integrated all-hazards approach to threat mitigation. An integrated all-hazards
approach to emergency management ties together central government resources to prevent,
prepare for, respond to, and recover from military use of force, major natural disasters,
terrorism, and other emergencies. The desired end result is improved coordination among
central, city, and county organizations, which helps to save lives and protect communities. An
all-hazards C4ISR system could enhance the effectiveness and efficiency of the national
command and control system under stressful conditions. Although individual threat scenarios
require tailored responses and mission-specific C4ISR systems, all-hazards planning and
programming would seek universal, interoperable capabilities that could feasibly apply to a
full spectrum of emergencies where possible.

Prioritizing C4ISR

Over the last decade, Taiwan has made significant advances in its defense and emergency
preparedness through C4ISR modernization. Driven in part by the desire to establish Taiwan
as a logistics and communications hub in the Asia-Pacific region, initial moves to accelerate
the development of an advanced national information infrastructure began in 1994. In a
separate but related effort, Taiwan’s Ministry of National Defense (MND) made its first formal
request to the United States for an advanced tactical data link system and four E-2 airborne
early warning (AEW) aircraft in 1992. While the E-2 AEW request was approved, U.S.
policymakers deferred a decision on advanced tactical data links as it was considered to have
surpassed Taiwan legitimate defense requirements at the time. Taiwan’s MND resubmitted its
request for advanced tactical data links in 1998, and it was subsequently approved in 1999.%

The apparent fragility of Taiwan’s C4ISR systems and acceleration of PLA force modernization
coalesced to bring C4ISR to the forefront in U.S-Taiwan defense relations in the late 1990s.
Among the events that focused attention on C4ISR included the July 1999 power outage, the
most severe in Taiwan’s history, which affected telecommunications throughout northern
Taiwan. Followed closely by the Chi-Chi earthquake in September 21, 1999, both incidents
resulted in catastrophic failures of Taiwan’s telecommunications infrastructure. Acting on a
request from Taiwan’s MND, DoD conducted a strategic level assessment of Taiwan’s national
command and control system and C4ISR vulnerabilities. A subsequent MND-sponsored MITRE
assessment conducted in 2002 surveyed Taiwan’s national, operational, and tactical level
C4ISR requirements. The MITRE study is said to have outlined a comprehensive C4ISR
blueprint to help guide Taiwan’s unique requirements. Having merged the broader C4ISR
initiative with advanced tactical data links, senior Pentagon authorities publicly pronounced in
2003 that C4ISR, centered on the “Po Sheng” (“Broad Victory” or /B #L58) program, was a
foremost priority in U.S.-Taiwan defense relations.*®
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“Po Sheng” and Taiwan C4ISR Modernization

Since 2001, Taiwan’s defense-related C4ISR modernization has centered upon the centrally
managed Po Sheng program. Based on MITRE’s recommendations, a key goal was to design,
develop, and field a common tactical picture (CTP) and common operational picture (COP).

The backbone of the CTP was to be advanced tactical data links, similar to the United States’
JTIDS. The theoretical foundation of tactical data links is rooted in German Field Marshall
Erwin Rommel’s North Africa campaign. One of the keys to his victory was the flexible system
of tactical communications that connected individual tanks. The arrangement not only
permitted Rommel and subordinate commanders to have greater situational awareness, but
also gave junior officers more latitude for independent and decentralized action.”

This basic concept has since morphed into what is known today as network centric operations.
Network-centric warfare equips soldiers, airmen, and sailors with a COP that significantly
increases situational awareness. As a result, individuals and units equipped to participate in
the network are able to synchronize action, without necessarily having to wait for orders,
which in turn reduces their reaction time. In addition, the network allows for dispersed and
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flexible operations at lower cost. Therefore, the introduction of a networked CTP based on
advanced tactical data link program is a paradigm shift that could gradually break down
Taiwan’s traditionally stovepiped, service-oriented approach to defense. As Taiwan expands
the number of participants in the network, it could exponentially increase its ability to defend
against potential PRC use of force.”®

Advanced tactical data links, such as those associated with JTIDS, are a key element of
network centric operations. JTIDS is a tactical communication system that allows an almost
unlimited number of users in a network to share information. The system has the ability to
provide precision location or position data that will be critical for tracking or monitoring
developments.

In addition to its advanced technological capabilities, JTIDS is also relatively resistant to
electronic warfare attacks. Firstly, it operates on a secure and jam-resistant wireless data link
network operating in the UHF or L-band portion of the frequency spectrum - specifically
between 962 to 1213-MHz. Within this 250-MHz bandwidth range, the JTIDS
signal hops at a very high rate (77,000 hops a second) over 51 specific
frequencies.51 As a result, the time spent on any frequency is so short that it is
extremely difficult for an adversary to detect and interfere with the signal.
Although JTIDS can still be jammed, the cost and power required for a jammer
to cover the entire 250-MHz bandwidth would be significant. Secondly, in
addition to its frequency-hopping technology, JTIDS also utilizes encryption for
an extra level of security.52

Lastly, the absence of critical nodes or single points of failure in the network
adds resilience to the JTIDS network. Its horizontal structure reduces its
vulnerability to attack as there is no central network control authority, each
participant in the network is assigned a specific time slot within which to
transmit and receive information.

An example of Link 16 terminal

Source:ViaSat

The original Po Sheng concept, valued at more than U.S. $3.5 billion, was ambitious. It
envisioned the installation of more than 750 data link terminals on most major weapons
platforms that are integrated with joint MND, army, air force, and naval operations centers.”
The COP and common operating environment components sought to develop and install
software and displays into a Taiwan command and control system (TCCS), which would also
include the CTP. Other facets included upgrades to Taiwan’s fiber optical backbone network, a
mobile tactical intranet, and new tactical radio systems for the ROC Army, Navy, and Air
Force. The program also envisioned a broadband communications satellite for beyond line-of-
sight communications.” It is important to note, however, that the Po Sheng program has not
included intelligence, surveillance, and reconnaissance capabilities (e.g., unmanned aerial
vehicles, radar systems, signals intelligence systems, and space-based sensors).>

Due to resource limitations, Taiwan’s defense authorities reduced the initial scope of the
program by approximately one-third, with plans to expand over the next five years.56 While
representing a significant advance in capabilities, Taiwan’s fielded military forces may not
realize the full potential of having networked platforms. Nevertheless, even with the limited
number of participants in the network, one U.S. defense source familiar with Taiwan’s system
remarked that “Taiwan has the best common tactical picture in the world today, outside of
the United States.””’
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At the same time, the resource constraints caused some to lament a diminished prioritization
of C4ISR both in the bilateral dialogue and within Taiwan’s MND. Former Deputy Director of
the Defense Security Cooperation Agency (DSCA) Ed Ross asserted that:

Taiwan’s Po Sheng C4ISR program became an ongoing “approved program”
with only marginal oversight and direction from DoD policy offices. While
everyone involved in program execution on both the US and Taiwan sides
have made Po Sheng a successful program, | do not believe it has achieved
what it otherwise would have achieved with high-level US policy oversight
and support.” 8

However, recent trends toward an Internet Protocol (IP) data link present new opportunities
for C4ISR development. IP data links greatly exceed the speed of JTIDS (2 Mb/sec compared to
Link 16's 238 kb/sec), could operate at a longer range (up to 100 miles), and are compatible
with a wide array of internet-ready systems.59 The increased availability COTS information and
communications technology (ICT), with only the most sensitive, core functions met with
military-specific technologies, raises the attractiveness of this approach. These can also be
adopted on a national scale as communications move towards an IP standard, specifically IP
version 6 (IPv6), which expands the number of users/addresses that the network could
accommodate. Therefore, the global power of Taiwan’s ICT industry in terms of market
leadership and innovation holds the key to unlock its potential to field one of the most
advanced and cost- effective C4ISR infrastructures in the world.

C4ISR Modernization and Disaster Relief:

Taiwan’s military has a tradition of responding to emergencies in support of civil authorities.
However, the growing complexity of emergency management may mandate a review and
possibly a new paradigm. In fact, adjustments may already be underway. In his national
address on October 10, 2009, President Ma Ying-jeou highlighted that his administration has
launched “reforms of current disaster preparedness systems and operations aimed at
strengthening coordination and communications between central and local governments,
training and drilling local government units in routine disaster preparedness measures, and
heightening citizens' awareness of the importance of disaster preparedness.”®

Advantageously, fundamental network centric operational concepts can also apply to disaster
warning, recovery, and response. For example, emergency management centers for disaster
warning and response, with fused sources of data and alert systems and command and
control systems, could serve as viable backup military command centers at the central and
local levels. Airborne command and control systems could also serve as emergency
responders.

Sensors

Intelligence, surveillance, and reconnaissance (ISR) solutions could permit Taiwan’s national
security establishment to forecast security threats, maximize multi-domain situational
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awareness, and “buy back” warning time to anticipate and respond to threats. Early warning is
crucial to assess the nature of impending attack, alert the national leadership to enable them
to determine the course of action, alert air defense forces and bases so aircraft can be flushed,
ascertain rules of engagement, , and warn the civilian population.

As discussed, the negation of Taiwan’s early warning capability would be considered critical to
the success of any PLA campaign. Thus, a survivable network of sensors would be as important
to the island’s defense as would an individual’s eyes, ears, touch, and smell in a time of crisis.
Sensors used for natural disasters, border control, and pandemics have potential military
applications that could be less expensive and perhaps just as capable. For pervasive and
persistent surveillance, a network of low-cost sensors may be the key. Technological
breakthroughs in the fields of nanotechnology and micro-electromechanical systems (MEMS)
have driven costs down, due in large part to civilian market demand, which could lead to their
adaptation for the C4ISR network.

Whether for reasons of economic security, environmental protection, space debris monitoring,
island defense, counter-trafficking, or any combination of these reasons or others,
maintaining awareness in all domains is a goal envisioned by most countries in the world.
With this in mind, Taiwan may be a valuable partner in monitoring activities in the region in all
domains, from deep under the ocean to the outer reaches of space.

Space Based Sensors for All-Hazards Preparedness

A space-based earth observation system consisting of electro-optical and synthetic aperture
radar (SAR) remote sensing satellites could make a significant and cost-effective contribution
to all-hazards preparedness. A combination of electro-optical and SAR satellite imaging is
useful for all weather, day/night warning of potential dangers, as well as in disaster response.
Satellites can provide information of damage, particularly when it is difficult to reach the
affected area by land. In addition to accessibility, space imaging can also survey a larger area
in a shorter amount of time than traditional ground cover study methods. Remote sensing by
satellite can also forecast the expected spread of the disaster to other areas as well as provide
vital information for search and rescue operations.61

Space-based sensors also support economic development, environmental protection, and
military readiness. They are useful for efficient and effective land planning, monitoring of sea
states, detection of landslides and undersea mudslides, flood mapping, and counter-
trafficking. On the military side, satellites also are critical for assessing PRC capabilities and
intentions and providing early warning of impending hostilities. Therefore, remote sensing
satellites should be an essential part of any longer term cross-Strait peace process. If the two
sides enter into some form of force reduction agreement, it would be critical for Taiwan to
have its own independent means of verification. This is perhaps the most important strategic
function of the sensors in peacetime.

In the event of a conflict, remote sensing satellites can be warfighting assets. However, they
could also become the target of the PLA’s proven ability to intercept and destroy satellites in
low earth orbit. One measure to enhance the survivability of the space-based sensor system is
to utilize an architecture of small satellites, preferably supported by a domestic space launch
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program. In the past, Taiwan has had a program to launch mission-specific 100-kilogram
satellites into an orbit of between 600 to 800-kilometers.®

Taiwan’s Satellite Capabilities:

Taiwan currently operates a single remote sensing satellite —
Formosat-2 — and procures commercial imagery from a number
of foreign sources. Designed with a 2-meter spectral resolution
and procured from France’s Astrium, the Formosat-2 remote
sensing satellite was launched on an Orbital Sciences Corporation
launch vehicle from Vandenburg Air Force Base in California on
May 20, 2004. French export control authorities imposed
operational restrictions or “shutter controls” that limit the
satellite’s ability to image high interest areas. The satellite was
designed to operate for five years, and is currently nearing the
end of its operational life.®®

Plans have been in place since 2004 to procure or develop follow-
on electro-optical and a first generation SAR system. Alternate
plans to acquire turnkey satellite systems have experienced
prolonged delays due to funding shortfalls and anomalies in the
procurement process. Other plans have included indigenous
design and development of two earth observation systems,
known as Formosat-5 and Formosat-6. The Formosat-5 is
conceived as an electro-optical system that would replace the
Formosat-2 satellite. According to Taiwan’s National Space Office,
the satellite is designed with a 2-meter resolution a five-year life.
It is to be launched in 2013 into a sun synchronous orbit at an
altitude of 720-kilometers.* The Formosat-6 is intended to be an
indigenous 50-kilogram microsatellite to be launched on a
domestic or other small launch vehicle in 2012.%° However, both of these programs have
experienced bureaucratic delays and funding inadequacies.®® As a result, Taiwan will likely
experience an extended delay in fielding a replacement, which could have applications in
disaster response, economic planning, military preparedness, and arms control verification.

The launch of Formosat-2

Source: EADS

The successful deployment of Formosat-5, Formosat-6, or other remote sensing satellite could
position Taiwan to contribute to international organizations established to pool resources for
the purposes of emergency preparedness. One forum worth exploring is the Global Earth
Observation System of Systems (GEOSS) project. As a United Nations project, GEOSS aims to
pool all national and regional observation data by 2015 for scientific and economic purposes.
The U.6$7. is also a participant in GEOSS through the Integrated Earth Observation System
(IEOS).

Taiwan has actively sought greater access to international resources for its own disaster
preparedness efforts and has offered to contribute to the GEOSS community. In one program,
Taiwan’s National Science Council pooled the island’s expertise to design and develop an
innovative 3D geographic information system that leverages the remote sensing assets in
order to support national-level disaster response. In June 2009, Taiwan sponsored an
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Integrated Earth Observation System (TIEQOS) Forum as part of its effort to play a more
prominent role in the global remote sensing community.68 Most recently, the National
Aeronautics and Space Administration (NASA) credited Taiwan’s Formosat-2 satellite for
supporting disaster relief operations in the Honduras and Belize after an earthquake struck in
May 2009.%°

Airborne Sensors for All-Hazards Preparedness

Manned or unoccupied airborne sensors, such as unmanned aerial vehicles (UAVs) and
airborne signals intelligence aircraft, are useful for a range of purposes, including: disaster
warning; response, and recovery; border control and law enforcement; land planning; as well
as military operations.

UAVs offer promising opportunities for constant surveillance of Taiwan’s operational
environment to meet non-traditional and military requirements. Relatively low cost UAVs
could be fitted with many different types of sensor packages, including electro-optical,
infrared, and SAR imaging payloads, as well as signals intelligence receivers. With their
multiple launch options, UAVs could operate day and night to monitor maritime activity and, if
required, provide targeting data for strike assets.

Integration of the various sub-systems, from the engine, airframe, control system, sensors,
jam resistant high speed data links, to ground stations, may be the greatest challenge in
fielding a low- cost, multi-purpose system. Logistically, a reliable airspace management system
will also need to be established to avoid collisions with commercial airlines and fighter jets.

Despite their potential, current design and technology for UAVs are limited some aspects.
Firstly, UAVs require a rather small antenna for downlinking collected data to ground stations,
which is a limiting factor for the rate of transmissions. Surveillance UAVs, which transfer multi
spectral data from infrared and ultraviolet sensors, take up a great deal of bandwidth, as do
both regular definition and high-definition video.”

UAV programs in Taiwan to date include the Chungshan Institute of Science and Technology’s
(CSIST) UAV for the ROC Army, as well as prototypes developed by Cheng Kung University’s
Remotely Piloted Vehicle and Micro Satellite Research Lab (RMRL). While the CSIST’s UAV
program had experienced technological bottlenecks, presumably due to U.S. export licensing
restrictions, the system is currently scheduled for early operational capability in 2011.

Another option for airborne sensing is an airship that operates in the near space domain. Near
space is defined by the Fédération Aéronautique Internationale (FAI) as the air and space
boundary between 20 and 100-kilometers (65,000 to 328,000-feet) above ground. The near
space realm is too high for fighter jets and even reconnaissance airframes, such as the SR-71,
U-2, and Global Hawk, and too low for orbiting satellites. However, near space platforms
offers several advantages, including coverage that is comparable to low orbit satellites with
significant improvements in resolution. The flight duration these platforms are also close to
those of satellites, far exceeding other reconnaissance apparatuses such as UAVs. Powered at
least in part by light, high efficiency solar cells, near space vehicles (NSVs), such as airships,
offer a relatively inexpensive means for persistent broad area surveillance that is impervious
to weather conditions making it ideal for disaster preparedness and other contingencies. A
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number of entities around the world are designing and developing commercial airships with
multiple sensors, including SAR, electro-optical, electronic intelligence, and infrared amongst
others vehicles.”

Surface-Based and Maritime Sensors for All-Hazards Preparedness

Space and airborne sensors can be augmented by a variety of surface-based and maritime
sensors. Possibilities include additional radar systems for air and maritime surveillance,
undersea arrays for monitoring earthquakes and volcanic activity, climate change, and border
control, as well as passive sensors for air surveillance and other missions.

Taiwan has devoted significant resources into survivable early warning, air surveillance, and
command and control. Notably, it invested almost U.S. $800 million in a long-range, large-
phased array UHF early warning radar that is now being installed atop a high mountain in
northern Taiwan. The early warning radar is designed to detect large numbers of ballistic and
airbreathing targets at extended ranges. Like its PAVE PAWS predecessor, (a U.S. Air Force
Space Command radar system), the radar also could track PRC satellites and support Taiwan’s
own satellites. Software restrictions on long range UHF early warning radar could be relaxed
to give Taiwan a space tracking capability to assist in monitoring space debris; monitor PRC
satellites to facilitate a concealment, camouflage, and deception program; and augment
Taiwan’s own space control, tracking, and telemetry network. As an early warning system, the
radar is not expected to survive beyond the initial strikes in a full-scale assault. Therefore,
Taiwan has also invested in other surveillance assets, including new radar systems operating
in the L- and S-Band portions of the frequency spectrum. Taiwan also has spent more than U.S.
$250 million to upgrade its air defense command and control system, which plays a central
role in threat assessment and weapons allocation.”

Today, Taiwan has one of the world’s most advanced early warning and surveillance networks.
Nevertheless, air surveillance and control may be difficult to sustain in the face of a dedicated
air defense suppression campaign. The PRC’s procurement of anti-radiation missiles, jammers,
and increasingly accurate and lethal ballistic and land-attack cruise missiles present
survivability challenges. This threat warrants further examination of enhancing the
effectiveness of the existing network or augmenting it with other capabilities. Taiwan could
adopt passive ground-based sensors to augment conventional UHF, L-, S-, and X-Band radar
systems that may be vulnerable to jamming or physical destruction. Passive coherent location
(PCL) systems offer precise real-time, all-weather detection and tracking for air surveillance,
missile tracking and homeland security applications. PCL systems can track targets at ranges of
more than 120-kilometers within the field of view without generating a radiofrequency (RF)
pulse.74

Based on commercial technology, passive sensors can be less costly to acquire, operate, and
maintain than traditional radar systems. If Taiwan can capitalize on its global competitive
advantage in advanced signal processing components, then PCL systems can present a viable
option for bolstering its sensor infrastructure. Other options include infrared search and track
(IRST) capabilities that can detect and monitor objects with heat signatures, such as aircraft
and helicopters.75
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Border Control and Maritime Security: Minding the Coastline, Coastal Waters,
and Beyond

Another important security requirement for Taiwan is wide area surveillance that is capable of
cooperative and non- cooperative tracking and detection in all domains. Authorities in Taiwan
have begun to examine ways to ensure persistent surveillance of the island’s 1566-kilometer
coastal border.”® As an island, its maritime borders need to be guarded against illegal
immigration, drug trafficking, and other illicit smuggling activities. Beyond the coastlines, it is
critical to ensure the security of maritime traffic and the country’s fishing industry. Security
measures could include coastal, undersea and over-the-horizon maritime surveillance assets,
access to a common maritime traffic database and global air traffic control information,
undersea surveillance assets, and digital maps and imagery.

In particular, over—the-horizon (OTH) radar systems, an undersea surveillance system, and
mobile undersea sensors offer significant capabilities for all-hazards defense. First, high
frequency OTH radar systems provide an affordable means of monitoring maritime activity at
extended ranges. OTH radar signals beam off the ionosphere to a range of 2000 to 3000-
kilometers allowing the system to monitor ocean currents and other sea state conditions for
accurate typhoon warning and analysis.”’ The system can also fill a critical gap in regional
security by tracking North Korean shipping and potential WMD-related cargo in the Western
Pacific, Bashi Strait, and South China Sea. While the OTH system is a cost-effective solution for
a range of security challenges, it requires a two to three-kilometer area to deploy an array.
However, once deployed, the OTH radar system could fill a vital gap in maritime domain
awareness.

Secondly, an integrated undersea surveillance system could be a key component of an all-
hazards situational awareness network. Among the civilian uses include the monitoring of
earthquakes, tsunamis, volcanic activity, oceanographic research, and fish migrations.
Underwater arrays could function as stealthy assets for the purposes of maritime surveillance
in support of counter-trafficking and border control. Undersea surveillance devices could also
be useful for the strategic cueing of airborne and other anti-submarine warfare assets. Harbor
surveillance apparatuses could facilitate the detection of underwater swimmers, explosives,
and mines. Underwater arrays could also contribute to the regional Deep-Ocean Assessment
and Reporting of Tsunami (DART) program managed by .the U.S. National Oceanic and
Atmospheric Administration (NOAA).”®

Finally, mobile undersea sensors in the form of small submarines can heighten situational
awareness. Their stealth and ability to remain on station for long periods of time can often foil
an adversary's attempt to deny or deceive intelligence collection efforts. As a major
component of an integrated signals intelligence architecture, submarines are able to
discreetly monitor line-of-sight transmissions. The strategic benefits of the situational
awareness mission alone merit the design, development, and production of small, cost
effective submarines. For non-military missions, submarines are useful for scientific research
and counter-trafficking. Taiwan can follow Australia’s example of employing small submarines
for harbor defense and counter-drug trafficking operations.”
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Communications

Attacks on government communications systems can accelerate breakdown of political and
military by reducing direct communication from the strategic (civilian) to theater level
operations. The loss of communications at the theatre level presents a severe challenge for
coordinating critical logistics, firepower, communications, electronic warfare, intelligence, and
deception. Similarly, strikes against the military communications system can force airbases
and other tactical units to operate autonomously or on localized information during a national
crisis. Furthermore, disruption of strategic communications would impede the ability of the
Taiwan’s national political leadership to reassure the population or to orchestrate civil support
for military operations.

The range of possible attacks on the communication systems extend beyond jammers. Critical
nodes in the wireless communication network can also be targeted. A wireless system, such as
a mobile cellular network, is typically partitioned into regional cells and each cell is serviced by
a base station that is connected to the network via a mobile switching center. Each cell is
serviced by a base station connected to the network via a mobile switching center. The loss of
a mobile switching center, whether through physical destruction, loss of power supplies, or
interruption of its computer systems, could affect wireless communications across a broad
area.®’

However, the PLA is not the only threat to Taiwan’s telecommunications infrastructure. When
a natural disaster or other emergency occurs, the communications infrastructure is often one
of the first casualties. During emergency situations, use of the telecommunications expands
significantly and can overload the system’s capacity. Problematically, emergency situations
are also times when reliable communication is most needed for effective disaster warning,
response, and recovery. For mass casualties, telemedicine would be critical, which in turn
requires a reliable means of communication.®!

The most significant awakening to the fragility of Taiwan’s communications infrastructure was
the September 1999 earthquake. The earthquake caused a breakage in the primary backbone
cable that spans the perimeter of the island, a rupture in an undersea cable, collapse of cell
sites and radio relays, and caused extended power outages in key communication facilities.
While the extensive damage hindered emergency responses, it also demonstrated the
necessity of bolstering communications in disaster relief pIanning.82

Challenges in Improving the Communications Network:

Taiwan may be home to the densest RF environment in the world, given the high
concentration of radar systems, cell phone and other wireless networks, and other emitters.
Among the systems operating in Taiwan include AM and FM radios, short-wave and citizens’
bands, VHF and UHF television channels, as well as hundreds of less familiar bands that serve
cellular and cordless telephones, GPS trackers, and air traffic control radars. The high
concentration of systems could render densely populated areas vulnerable in an emergency
as responders will have to navigate frequency management and possible RF fratricide
concerns.



| Revolutionizing Taiwan’s Security | §O6CT 19
Leveraging C4ISR for traditional and non-traditional challenges INSTITUTE

Another challenge is the lack of interoperability between different government bureaucracies
on the island, and within the defense establishment. Taiwan’s Po Sheng program is one initial
effort to establish a common interoperable communication standard. Spanning a much
smaller territory, Taiwan has the potential to further develop a viable interoperable network,
perhaps drawing upon Sweden’s successful civil-military C4ISR integration, and could serve as
an international model for best practices.83

A final challenge Taiwan faces is its limited lines of communication to the outside world.
Approximately 95% of the international communications traffic travels by undersea cable,
with the rest via satellite. However, Taiwan possesses only a handful of undersea spurs
running off major regional trunk lines and a few satellite ground stations. The vulnerability of
Taiwan’s buried or undersea cable has in part driven the development of wireless
communications.

Both despite and because of these challenges, Taiwan has the potential to be the world leader
in communication preparedness in the most stressing of scenarios. Given its central role in the
global information and communications technology supply chain, even low-cost solutions
could save countless lives, prevent further damage, and assist in the most effective response
possible. Taiwan could also use its indigenous advantages to undertake collaborative efforts
with other countries seeking to advance their own communications capabilities. Potential
partners include the U.S., which could benefit from experiences in effective use of the RF
spectrum and responding to threats that simulate PRC attacks or an electronic warfare
campaign. The resultant lessons and technology could inform U.S. emergency management
systems plans and programs.

Looking beyond the major existing programs, such as advanced tactical data links, Taiwan has
a variety of options for enhancing communications in a crisis situation. These include
leveraging civilian technologies for military applications, using interoperable civil-military
networks, micro-terminal satellite systems and satellite digital audio broadcasting, software-
defined and cognitive radios, internet protocol (IP)-based communications, ultra-wideband
radios, and UAV-based communications reIay.84 Because bandwidth in Taiwan is a highly
valued resource, there is a general trend is toward broadband wireless systems with advanced
bandwidth sharing properties.85

Communication Systems: Wireless Networks, Cable and Satellite
Communications:

A discussion of communications systems supporting emergency response operations could be
divided into: 1) wireless networks; 2) cable; and 3) satellite communications.

Wireless Communications Networks. Wireless networks, including radios and cell phone
networks, are a key area of investment. Wireless systems rely on the transmission of signals
within the atmosphere. One of the challenges of wireless communications is managing the
finite RF spectrum despite growing demand for cellular telephones, land-mobile radios,
commercial broadcasting, and other RF applications. Taiwan has a number of programs
intended to increase available bandwidth and connection speed, enhance military capabilities,
and respond to natural disasters as well as other contingencies.
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Other Wireless Tactical Communications Programs. Taiwan’s advanced tactical data link
system represents a revolutionary shift within the island’s traditionally hierarchical and
centralized command and control system. While JTIDS-like advanced tactical data links are
important, Taiwan has a number of other wireless tactical communications programs. An
example is the Enhanced Position Location and Reporting System (EPLRS) data links (425 to
427-MHz at 2.45 kbps) which have been used by the U.S. Army for many years, and one
modified variant used by the U.S. Air National Guard is considered to be a low-cost alternative.

In the near term, Taiwan’s defense establishment appears to be preparing for at least three
radio programs managed by the Army, Navy, and Air Force. An example is the existing
Improved Mobile Subscriber Equipment (IMSE) systems and PRC-37A frequency-hopping VHF
radio. For strategic and operational-level communications, long-standing plans have been in
place to develop and install a modern HF network. The network is supposedly intended to
support the Hengshan National Command Center for emergency presidential-level
communications. It also was intended to link together major service headquarters, the Air
Operations Command, and Taiwan’s two primary naval task forces (the ROC Army’s Special
Operations Command, the Marine Corps Command), and the four major offshore island
territorial defense commands.® In addition to facilitating military coordination, the network
will support civilian emergency response. The ROC Air Force is also seeking to modernize its
air-ground communications through the procurement of as many as 179 new VHF radios.®’

As a final note, development and improvements upon military radios have also been relatively
slow in comparison to their commercial counterparts. Commercial advances in other wireless
technology have approached military systems in terms of bandwidth, speed, and quality of
service. Taiwan’s ongoing Worldwide Interoperability for Microwave Access (WiMAX) program
holds potential for integrating civil and military systems. WiMAX can transmit volumes of
information at a range of 50-kilometers using stationary line of sight communications (5 to 8-
kilometers for mobile users) and can support data rates of 50 kilobits per second or more.
Taiwan, second only to the United States, is the largest investor in this kind of
communications infrastructure.®® The U.S. Army is also evaluating the implications of WiMAX
for its own use.®

Associated with its WiMAX program, Taiwan also has been touted as a leader in designing,
developing, and producing an ultra-mobile PC (UMPC) that integrates sophisticated
computing with a communications device. Known as “M-Tube,” the system was designed for
use in conjunction with the WiMAX network. With short battery life being the primary
drawback, the 2.8-inch screen device is driven by a rapid GHz-level processor and weighs
mere 150-grams.90

Software Defined Radios. As global military trends shift toward the use of configurable
communication systems, a software defined radio (SDR) offers another wireless solution. The
SDR device uses software instead of hardware to perform all of its signal processing and
applications thus allowing a single communications device to interoperate with many different
wireless systems. The pilot program for a software communications architecture and SDR is
the aforementioned DoD JTRS program, which intends to replace as many as 25 different
radio systems in the DoD inventory with a single standard for all radio systems. Since multiple
functions of a communications device can be incorporated into a single radio, an SDR can be
upgraded to enable new standards and services. As a result, the life cycle costs associated
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with software-defined communications architecture are significantly less than legacy
91
systems.

The heart of a SDR is its digital signal processors (DSP) that reconfigures the various
waveforms. Taiwan has been the principle global supplier of state of the art microelectronics,
such as Field Programmable Gate Array (FPGA) sized at 65 nanometers and below, with
applications in JTRS and other SDRs.”” However, Taiwan’s position at the cutting edge of the
defense information revolution transcends tactical radio systems. To quote a senior DoD
engineer, “the majority of the ICs [integrated circuits] used in complex modern military
systems are made off-shore. FPGAs are the dominant IC used in modern weapons systems,
and all FPGAs are made off shore.”® Taiwan is estimated to supply up to 80% of the FPGAs
used in U.S. information, communications, and weapon systems today. This reliance has
raised concerns over the integrity of FPGA and other ICs which led to a Pentagon vulnerability
assessment, establishment of cooperative programs with U.S. industry and presumably their
contract manufacturers in Taiwan, as well as a rigorous anti-tampering program.94

Beyond JTRS and Software Defined Radios: Cognitive Radios. With one of the world’s
densest RF environments, one possible solution for efficient use of the limited frequency
spectrum could be cognitive radios. Cognitive radios are one component of mobile ad hoc
networks (MANET). Taiwan’s research and development community has begun serious
investigation into the applicability of cognitive radio networks for emergency response
missions.” Cognitive radios, with their ability to automatically reconfigure during intense
interference, are able to establish communications networks at disaster sites when
communications, electrical systems and even physical buildings are in disarray. The radios can
sense the RF environment, adjust power, frequency, modulation, and even bounce the signal
off buildings and rubble. In a military context, cognitive radios may be able to detect PLA
enemy jamming or other RF interference and switch to unaffected frequencies.”® Other
communications technologies, such as ultra-wideband (UWB) systems, have also drawn
attention. Using low amounts of power spread over a broad portion of the frequency
spectrum, UWB systems may offer another means of survivable tactical communications.”’

Landline/Cable Systems. In addition to wireless communication networks, Taiwan has strived
to upgrade its underground cable backbone networks. A major program to expand the
capacity of the military information and communication system (MICS) and its integration
with the civil national information infrastructure was reportedly completed in 2004. The MICS
ostensibly connects all joint and Service-level command and intelligence centers to a portion
of Taiwan’s operational forces through new ATDLS tactical data link remote radio sites.
Taiwan’s new command and control system was also intended to leverage upgrades to the
MICS to integrate various sensor data, including signals intelligence, imagery, and streaming
video from terrestrial, airborne and space platforms into a common operational picture.98

Terrestrial-based infrastructures, whether wireless or wired, are inherently vulnerable due to
their requirement for physical structures. Most communication pathways linking Taiwan with
the rest of the world are routed through one of two ways — via undersea cable or satellite
ground stations. Submarine or undersea cables are particularly exposed to disruption from
both man-made and natural hazards.”® Undersea cable networks connecting Taiwan to the
region are spurs or branches to major links. These spurs and branches, or their landing points
in the greater Taipei and Kaohsiung, are critical points of failure that could isolate Taiwan’s
communications from the international community. A RAND study noted that four of five
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undersea cables reaching Taiwan land at one of two sites (Toucheng and Fangshan). Damage
to these cables could stress Taiwan’s ability to communicate with the outside world since all
traffic would have to be routed through the island’s limited satellite links.®

Taiwan’s undersea cable network has proven to be fragile. A few years ago, a line rupture off
the coast of Shanghai resulted in disruption of connections for three of Taiwan’s main internet
service providers (Hinet, Seednet, and TANet) with U.S. networks for several hours. More
recently, the 7.1 magnitude Hengchun earthquake on December 26, 2006 ruptured cables off
the cost of Kaohsiung and resulted in one of the largest disruptions of modern
telecommunications systems in history. The earthquake set off a chain of events, including an
undersea landslide, which damaged nine submarine cables in the Bashi Strait.’ During
Typhoon Morakot in 2009, six undersea internet and communications cables carrying traffic
throughout Asia were severed or damaged.102

Satellite Communications. Communications systems that rely on ground-based nodes have
the potential to fail when needed most. For that reason, satellite communications may offer a
critical lifeline during natural disasters and other emergencies. In the event of a catastrophic
failure of land-based systems, satellite communications could link fixed command centers,
mobile assets, or broadcast emergency information with a wide array of users. The
requirement for dedicated emergency response satellite communications was evident during
the Typhoon Morakot recovery effort when the PRC’s China Mobile company responded to
Taiwan’s needs by providing three mobile satellite base stations.'®

Currently, Taiwan’s satellite communications infrastructure relies exclusively on external
service providers. For the bulk of the island’s satellite communications, Taiwan’s Chunghwa
Telecom rents transponder space on Singapore Telecommunication’s ST-1 satellite. Built at a
cost of US $240 million, the C/K,-Band satellite was launched in 1998 and is expected to end
its operational life around 2013. However, Taiwan and Singapore have reportedly agreed to
cooperate on a second satellite, ST-2, which is planned for launch in late 2010.%

Designed to operate in the K,-band portion of the frequency spectrum, the ST-2 is expected to
share the shortcomings of the existing system. Satellites operating in the C/K,-band portion of
frequency spectrum have bandwidth limitations and are subject to interference through the
use of ground-based jammers. As an example, indications exist that the PRC jammed ST-1
broadcasts in the run-up to October 1st national day celebrations in 2009."® However, the
increasing availability of anti-jam capabilities offered by U.S. companies may present some
degree of security through beam-forming technologies and frequency hopping and spread
spectrum modems.'%

Broadband communication satellites, operating at higher frequencies than K,-Band, often
using mini-satellite terminals small enough to fit in the palm of one’s hand, have become an
option for many telecommunications providers around the world. Japan recently launched
such a broadband communication satellite, Kizuna, which offers high-speed internet access
throughout the country and the region without the need for terrestrial infrastructure.
Through a small antenna and a direct view to the southern horizon, users can download data
at 155 mbps and upload at 6 mbps. Built by Mitsubishi Heavy Industries at a cost of U.S. $485
million, the system has direct applications for personal use, for backing up terrestrial networks
in an emergency, and for emergency medical care in remote areas.'”’
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While Taiwan does leverage other mobile satellite services, the investment with greatest
returns in a crisis situation may be in an ROC-owned and operated broadband
communications satellite."®® From the late 1990s until the early 2000s, Taiwan considered
procuring a dedicated broadband (K,-Band) communications satellite that would have offered
a high degree of security, and direct connectivity with the international community. As a
centerpiece of the original Po Sheng program, it was envisioned that the broadband
communications satellite would be linked to more than 350 small satellite terminals.'®

One interim option evaluated by DoD is the use of commercial satellite radio for emergency
broadcast purposes. DoD, as part of its series of joint experiments, has favorably tested
satellite radio systems, such as XM Radio, for military and homeland security applications. The
program, entitled Mobile Enhanced Situational Awareness (MESA), is an inexpensive data-
casting suite that passes situational awareness information such as map and entity data
globally or individually to warfighters using commercial narrowband satellites, such as those
used by XM satellite radio.’™® Satellite radio is now being used for emergency management
services, ranging from tsunami warning to disaster response and recovery, around the world.
For Taiwan, access to or management of an indigenous satellite radio system would not only
ensure contact with international emergency broadcast and communications services, but
could also enhance its international stature and global mindset through dozens of channels of
radio broadcasting.111

Command and Control

Communications are the glue that binds Taiwan’s strategic and operational-level command
and control structure with fielded military forces and emergency response assets. An effective
and survivable command and control system is the most fundamental requirement of
emergency operations. In the absence of an effective command, a military organization — or
any another emergency response system - is little more than rabble. Destruction or paralysis
at any level of command can have serious or fatal effects on its subordinate elements. In a
conflict, the key challenge for the opponent is locating the critical command facilities that
contain not only the commander, but also perhaps more importantly, the staff supporting the
conduct of military operations.

As an open and democratic society, Taiwan’s chain of command and organization have
become the topic of widespread media coverage. Taiwan’s supreme commander in an
emergency is the President, who directs operational forces through the Minister of Defense.
Facilities playing a leading role include the Hengshan command center (7 LLI {548 FTT), a newly
established civilian center in Yuanshan, a disaster response command center in Sanchung
[Central Emergency Operations Center; H1 3¢5 £ 5% H1.05], and a health-related command
center. Press reports note that Hengshan also houses the Tri-Service Command, and the
Hengshan Command and Control System.112 Since 2006, Taiwan has also established city and
county-level disaster response centers.™

Taiwan’s emergency management system has evolved over the years as potentially one of the
world’s most advanced. This began with a departure from its traditional approach of a
stovepiped command and control system. Since 1999, Taiwan has implemented a range of
measures to plan for emergency responses, including the establishment of a central disaster
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prevention and response council, the drafting of national and local level contingency plans,
and the formation of emergency response command centers at both the national and
county/city level. Furthermore, government departments have been delegated responsibility
for various types of disasters. For example, the Ministry of Interior has responsibility for
earthquakes and typhoons, and the Ministry of Economic Affairs is responsible for floods and
critical infrastructure protection.

Agencies responsible for emergency management operate individual command and control
centers. For natural disasters, once the Central Weather Bureau (CWB) issues a warning,
Taiwan’s Central Emergency Operational Center (CEQC) is activated and transmits analysis to
various government agencies. Representatives from other disaster-related agencies will also
staff the CEOC.™* Taiwan’s National Health Command Center (NHCC), the command post of
the CDC, is responsible for preparedness, surveillance, and response to epidemics and
pandemics.115 The National Fire Agency (NFA) is the primary organization responsible for
rescue and relief operations. However, Taiwan’s senior political leadership has been
evaluating changes to the island’s natural disaster response organization and procedures,
drawing heavily from Japan’s experiences. According to sources in Taipei, plans may include
formation of a specialized emergency response organization directly subordinate to the
President’s Office."*®

Operational Command and Control:

Adjustments also have been made to Taiwan’s military command and control system. In
addition to upgrades to Taiwan’s national and operational-level command and control system
covered under the Po Sheng program, Taiwan has invested more than U.S. $250 million in
upgrades for its air defense command and control system that would be responsible for threat
assessment and weapons allocation.™’

Taiwan has also taken steps to enhance its maritime surface and underwater surveillance
system. However, perhaps the most significant area of potential investment is in an upgraded
command and control system (known as Ta-Chen) and integration of sensors. As it new
maritime patrol aircraft and other ASW surveillance assets enter Taiwan’s operational
inventory, the importance of fielding an ASW operations center (ASWOC) should grow.
Expanding the number of ships in Taiwan’s advance tactical data link network, including the
PFG-2 destroyers, Lafayette frigates, and fast attack boats, would create greater synergies
between the Navy and with other services, as would integrating the Ta-Chen command and
control system with the Po Sheng network.

Another option for command and control is a capability known as maritime domain
awareness (MDA). A multi-dimensional awareness capability could integrate existing and
future radar systems, including OTH systems; advanced information systems; imagery and
video; acoustic data; beacons, and information drawn from global data bases, such as Lloyd’s
ship registry.118 Command and control system upgrades under Po Sheng are said to
incorporate capabilities similar to those used in U.S. MDA-related harbor surveillance

119
programs.

Taiwan’s emergency response command and control system, military and otherwise, could
derive significant benefits from cost effective data fusion and visualization systems, as
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exemplified by MDA. Such a capability largely depends on a user-friendly and affordable
software package that is capable of fusing or correlating a wide variety of sensors. Ideally, the
software will allow satellite imagery, three-dimensional terrain maps, and live video and radar
feeds to be displayed on high-resolution monitors.*° Furthermore, Taiwan could be a good
candidate for participation in a global MDA system. It could contribute its coastal and OTH
tracking of cooperative and non-cooperative shipping on the high seas. Access to a global
MDA database could allow Taiwan to fuse its own surveillance with data bases describing the
nature of all ships operating near Taiwan in the Western Pacific Ocean and transiting through
the Bashi Channel, perhaps the busiest sea lane in the world. 121
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Conclusion

As the cognitive and central nervous system coordinates an individual’s sensory and response
mechanisms, a country’s C4ISR capabilities are essential for situational awareness and
communication in times of emergency. As with individuals, this ability is often taken for
granted until lost or faced with a severe failure. C4ISR is fundamental to both modern warfare
and crisis response. While C4ISR alone will neither destroy an adversary target nor accomplish
emergency resupply, none other activity in military operations is more important. With the
advent of the technology revolution, there are increasing possibilities to fortifying critical
C4ISR abilities.

At the forefront of the global information revolution, Taiwan is yet to leverage its
technological and innovation advantages for its defense and non-traditional security. However,
faced with some of the world’s most stressing security challenges, Taiwan is investing greater
resources into resilient networks of sensors, communications systems, and command systems
in order to better manage a range of emergencies. As a result, it has the potential to field one
of the world’s most advanced and networked C4ISR systems.

However, there is more that could be done. Promising steps include expanding the number of
participants in Taiwan’s advanced tactical data link system to increase its network centric
operations capability. Further enhancements to its command and control system, especially to
support ASW operations, would better prepare the island’s civil and military leadership for
emergency management. Cultivating innovation in its defense establishment, perhaps
drawing upon Singapore’s Future Systems Directorate as an example, would help generate
ideas and unique solutions to Taiwan’s challenges.122 Going forward, Taiwan should examine
theories and international experiences in civil-military integration and adapting commercial
technology to enhance efficiency in use of limited resources.'*®

Furthermore, all-hazards C4ISR should be a strategic priority in U.S.-Taiwan relations. The
United States offers a number of experiences that could be applied to Taiwan’s unique
situation, while Taiwan may offer insights into areas in which it has excelled. A joint
assessment team could evaluate the benefits of adding a space tracking capability for
Taiwan’s UHF long range early warning radar, and possible military uses of advanced
technologies and systems such as WiMAX, MANET, and other networks. In addition, the U.S.
and Taiwan could consider joint design and development projects associated with maritime
OTH radar systems, integrated undersea surveillance, and multi-purpose underwater vehicles
for civilian and military purposes.
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Another model could be Thailand’s IPStar broadband communications satellite, which was launched in late
2005. Like KIZUNA, IPStar offers broadband internet to users in the region, as well as voice and datacasting
services. Another satellite, owned by New Skies Satellites, operates a system with twelve super-high-gain
uplink spot beams, each approximate 650 kilometer in diameter, in the K,-band that cross over to K,-band
downlink beams and also offers IP-based services.

1% Mobile satellite services today include systems such as Thuraya, Telstra, and Iridium; and/or Skystar

services associated with Israel’s Gilat satellite network. Inmarsat, an international company, operates a
constellation of 11 geostationary satellites with global, wide spot, and narrow spot beams. The latter will be
the backbone of Inmarsat's planned Broadband Global Area Network (BGAN) services. BGAN, also known as
SwiftBroadband, will offer up to 492 kbps, which can be used to support Internet services and GSM. When the
system is complete there will be three satellites, one positioned over each major ocean (Pacific, Atlantic, and
Indian).

109 . . " . . . .
When a terrestrial infrastructure — whether wired or wireless — fails, internet access and other data links

can be sustained. This would include the ability to transmit images, streaming video, and other forms of
information requiring large bandwidth and high speed. Specialized amplifiers could adjust signal power as
needed to compensate for rain attenuation. A broadband communications satellite can ensure "remote
medicine" that enables everybody to receive sophisticated medical treatment regardless of time and location
by transmitting clear images of the conditions of a patient to a doctor in an urban area from a remote area or
island where few doctors are available. In academic and educational fields, schools and researchers in remote
areas can exchange information easily.
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Korea. Owned by Mobile Broadcasting Corporation (MBCO), SK Telecom, Toyota, and 74 other companies, the
satellite was in March 2003 from Cape Canaveral and provides satellite digital audio broadcasting to
subscribers throughout Japan. Using MBCO’s Loral-built satellite that operates in the S-Band (2.5 GHz), Japan
began trials of its satellite radio system for disaster warning, recovery, and response in 2006.
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